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Chapter 1.Introduction

This chapter will introduce the Getac WMI that will provide users the overview.

1.1. Overview

The most of Windows® operating systems provide Windows Management Instrumentation (WMI). Getac BIOS WMI interface can receive
the instruction from Operating system and access the BIOS settings. IT administrator can query and set all the BIOS settings (except read only

item), recover the BIOS to factory settings, set and change passwords, and modify the boot order in the remote PCs.
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1.2. Disclaimer

Host PC
window script

NetWork

Application o Script

4 [ ¥ r— Network

PJ» [_ [ Client

WMI Subsystem

|\ Operating Systemn

BIOS /HW
Getac BIOS WMI Interface

BIOS Setting

BIOS setting are related to the WMI instruction and computer device. Getac assumes no liability for damages incurred directly or indirectly

from errors, omissions or discrepancies between the computers’ BIOS and the manual.

Getac

Page 6 of 24

Copyright © Getac Technology Corporation 2019. All Rights Reserved




Chapter 2.Getac WMl Interface

In this chapter, describes details of how to operate the Getac WMI Interface to access the BIOS settings in remote PCs.

2.1. Configure the BIOS Settings

The following interface accesses the Getac BIOS settings.

Namespace: “\root\WM|”

2.2. Query BIOS User Password Status

User can check if the password is registered by this class.
Class name/Method name: Query_GetacBIOSPassWord
Type: Method

Example: “SUVPW”
Item table:

Page

WMI Item Attr.

Security | Set Supervisor password | SUVPW R

Set User password

USERPW R

Return value: “Registered”, “Null”, “Not support”

Getac
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2.3.Set BIOS User Password

To set Password include Supervisor password and User password by this class. If user wants to set user password, the supervisor password
must set before. If the supervisor password is clean, the user password will be clean at the same time.

Class name/Method name: Set_GetacBIOSPassWord
Type: Method
Example: “SUVPW,1e234,AB4567"

Item table:
Page Item WMI Item Attr. Current PW New PW
Security | Set Supervisor password | SUVPW W *notel *note2/3
Set User password USERPW W *notel *note2/3

*notel : If the password is not registered, the blank is set to Current PW for password setting.

*note2 : If the blank is set to New PW, the current password will be deleted.

*note3 : By default, maximum length of password is 10, except models support “StrongPassword” the maximum length of password can be up
to 64 and the minimum length of password is 4.

Return value: “Success”, “Fail”, “Not support”

Note : If the WMI item is not provided, the return value will be “Not support”

2.4.Switch to the BIOS Configure Mode

As the BIOS security, users must switch to the BIOS configure mode before access the Getac WMI Interface. If Getac WMI interface
receives wrong Supervisor password 3 times, Getac WMI interface will lock itself for security. If the Getac WM I interface is locked, any access

will return “Locked”. Users can entry BIOS setup utility to unlock.
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Class name/Method name: Set_GetacBIOSConfigMode

Type: Method

Example: “1234,SetStart” (if Supervisor password [SUVPW] is 1234.)
Item table:

WMI Item Description

SUVPW Supervisor password(*note1)

SetStart Start of the access mode of BIOS when the
supervisor is registered.
SetEnd End of the access mode of BIOS.

Return value: “Success”, “Fail”, “Not support” , “Locked”
*notel : By default, maximum length of password is 10, except models support “StrongPassword” the maximum length of password can be up

to 64 and the minimum length of password is 4.

2.4.1.Load the default BIOS settings

This class name can recover the BIOS to default settings.

Class name: Load_GetacDefaultSettings
Type: Method
Return value: “Success”, “Fail”, “Locked”

Note: As security-related options, the password is not recovered even if the “load default” is requested.

2.4.2.Query/Change the Getac BIOS Settings

This section contains details on the WMI implementation for Query/Change the Getac BIOS settings.
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The queries can be used to retrieve setting values currently set.

Class name/Method name: Query_GetacBIOSSettings
Type: Method
Example: “OSSelect”

Note: If the Query item is not provided, the return value will be “Not support”

To change/set the BIOS settings,

Class name/Method name: Set_GetacBlOSSettings

Type: Method

Examplel: “LegacyUSBSupport,Enabled”

Example2 : “BootTypeOrder, HardDisk, USBDisk,USBFloppy ,Network,USBCD”
Return value: “Success”, “Fail”, “Locked”,Not Support”

Getac

Page 10 of 24

Copyright © Getac Technology Corporation 2019. All Rights Reserved




Item table:

Getac

WmMI |
Page Item iy Attr. | Return/AcceptValues | Def.
Return Item
Virtual MAC
Information | Address VirtualMAC R XX-XX-XX-XX-XX-XX
(*Notel)
Main Internal Numlock InternalNumlock R/W | “Disabled”,”Enabled” Y
WMI Version WMlIVersion R “0.00”-9.99” Y
Wake Up Capability | HomeButtonWakeup R/W | “Disabled”, "Enabled” Y
Power Button PowerButtonDelay R/W I:|oDe!,ay ) "1sec’, Y
Delay 2sec
AC Initiation AClnitiation R/W | “Disabled”, ”Enabled” Y
Magnetic Sensor MagneticSensor R/W | ”Enabled”, “Disabled” Y
BP -off
us 'ower © USBPowerOffCharging R/W | “Disabled”, "Enabled” Y
Charging
Screen Tapping for . s - ”
Boot Options ScreenTappingforBootOp | R/W | “Disabled”, ”Enabled Y
MAC A P
C Address Pass MACAddressPassThrough | R/W | “Disabled”, "Enabled” Y
Through
Advanced - ;
Active IntelAMTSupport R/W | “Disabled”, "Enabled” Y
Management Tech. | IntelAMTSetupPrompt R/W | “Disabled”, ”Enabled” Y
(S*L:\IF;T:;; Intel AMTUSBProvision R/W | “Disabled”, ”Enabled” Y
Virtualization Tech IntelVT R/W | “Disabled”, "Enabled” Y
" | vTd R/W | “Disabled”, "Enabled” Y
WirelessLAN R/W | “Disabled”, "Enabled” Y
Device WWAN R/W | “Disabled”, ”Enabled” Y
) . Bluetooth R/W | “Disabled”, ”Enabled” Y
Configuration - pr — ~
MediaCardReader R/W Disabled”, "Enabled Y
SmartCardReader R/W | “Disabled”, "Enabled” Y

Copyright
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Getac

WMI item/

Page Item Return ltem Attr. | Return/AcceptValues | Def.
RFID R/W | “Disabled”, "Enabled” Y
FingerprintScanner R/W | “Disabled”, ”Enabled” Y
FrontWebcam R/W | “Disabled”, "Enabled” Y
RearCamera R/W | “Disabled”, "Enabled” Y
“PowerSaving”,
BarcodePM R/W |, QuickStart” Y
Thunderbolt R/W | “Disabled”, ”Enabled” Y
SystemUSBPort R/W | “Disabled”, ”Enabled” Y
DockingUSBPortSetting R/W | “USB2.0”, “USB3.0” Y
InternalMicrophone R/W | “Disabled”, "Enabled” Y
InternalSpeaker R/W | “Disabled”, ”Enabled” Y
Password on Boot | PasswordonBoot R/W | “Disabled”, ”Enabled” Y
StrongPassword StrongPassword R/W | “Disabled”, ”Enabled” Y
PasswordConfig PasswordConfig R/W | “04”-“64" Y
Secure Boot
Configuration SecureBoot R/W | “Disabled”, ”Enabled” Y
Security (*NOte,z)
fgzﬁmy Freeze SecurityFreezeLock R/W | “Disabled”, ”Enabled” Y
Intel Trusted
Execution IntelTrustedExeTech R/W | “Disabled”, "Enabled” Y
Technology
(*Note2) {*Nete5)
“HardDisk”,
”"USBDisk”,
Boot i%i:;‘;pe Order BootTypeOrder R/W | “Network”, Y
“USBCD”,
"CDROM”
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Page Item e Ly Attr. Return/AcceptValues | Def.
Return Item
HardDiskDrive R/W | “Off”,”On” Y
USBDiskDrive R/W | “Off”,”On” Y
Boot Device USBCDDVDDrive R/W | “Off”, ”On” Y
NetworkDrive R/W | “Off”, ”On” Y
CDDVDDrive R/W | “Off”, ”On” Y

*Notel : It will return virtual MAC address when there is no physical network card in this system.

*Note2 : Only AMT SKU systems are supported.

Note6 :

“BootTypeOrder” Individual model return/accept values case
$410G4 Others

“HardDisk”, “HardDisk”,
“USBDisk”, “USBDisk”,
“Network”, “Network”,
“USBCD”, “USBCD”
“CDROM”
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Appendix A-1.Models Mapping Table

WMI Item/ S410 | K120 | F110
Page Item Return Item At | Ga | 62 | 66
Information Virtual MAC VirtualMAC R X X 0]
Address
Main Internal Numlock InternalNumlock R/W 0] 0 X
WMI Version WNMIVersion R 0] 0 0]
WakeUp Capability | HomeButtonWakeup | R/W X 0] o
Power Button Delay | PowerButtonDelay R/W 0] 0 0]
AC Initiation AClnitiation R/W 0] 0] 0]
Magnetic Sensor MagneticSensor R/W 0 0 0
LCJ:aBrgi(;v;/er—off USBPowerOffCharging R/W 0] 0 X
Screen Ta.pplng for ScreenTappingforBootO R/W X 0 0
Boot Options p
MAC Address Pass MACAddressPassThrou R/W 0 0 0
Through gh
Active Management | IntelAMTSupport R/W 0 0 0]
Tech. Support Intel AMTSetupPrompt R/W 0 0 o]
Intel AMTUSBProvision R/W 0 0 0
Virtualization Tech. | IntelVT R/W 0 0 0
Setup VTd R/W 0 0 0
WirelessLAN R/W 0 0 0
WWAN R/W 0] (0] 0]
Bluetooth R/W 0 0 0
Device MediaCardReader R/W 0 0 0
) . SmartCardReader R/W 0 0 0
Configuration
RFID R/W X (0] 0]
FingerprintScanner R/W 0] 0 ]
FrontWebcam R/W 0 (0] 0
RearCamera R/W X 0 0]

Getac
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WMI Item/ S410 | K120 | F110
Page Item Return Item At | Ga | G2 | 66
BarcodePM R/W 0] 0 o]
Thunderbolt R/W 0] 0] o]
SystemUSBPort R/W 0] 0 0]
DockingUSBPortSetting | R/W o] 0 o]
InternalMicrophone R/W 0 (0] 0
InternalSpeaker R/W 0 0 0
Password on Boot PasswordonBoot R/W 0] (0] 0]
StrongPassword StrongPassword R/W 0] (0] 0]
PasswordConfig PasswordConfig R/W 0] (0] 0]
. Secur € Bogt SecureBoot R/W 0 0 0
Security Configuration

SecurityFreezeLock | SecurityFreezelLock R/W 0] X X

Intel Trusted
Execution IntelTrustedExeTech R/W o] 0 o]

Technology

Boot Type Order BootTypeOrder R/W ) 0 0]
HardDiskDrive R/W 0 0 0
Boot USBDiskDrive R/W 0 0 0
Boot Device USBCDDVDDrive R/W 0] (0] 0]
NetworkDrive R/W 0 0 0
CDDVDDrive R/W 0] X X

Getac
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Appendix B.VB Script to set the supervisor password
User can set the supervisor password by below VB Script when the supervisor password is not

registered and “1” is set.

non

strComputer =
Set objWMIService = GetObject("winmgmts:\\" &strComputer& "\root\WMI")

' Obtain an instance of the class
"using a key property value.

Set objShare = objWMIService.Get("Set_GetacBIOSPassWord.InstanceName="ACPI\PNPOC14\0_0"")

' Obtain an InParameters object specific to the method.

Set objlnParam = objShare.Methods_("Set_GetacBIOSPassWord").inParameters.Spawnlnstance_|()

" Add the input parameters.

objlnParam.Properties_.Item("Dataln") = "SUVPW,,1"

‘Execute the method and obtain the return status.

' TheOutParameters object in objOutParamsis created by the provider.

Set objOutParams = objWMIService.ExecMethod("Set_GetacBIOSPassWord.InstanceName='ACPI\PNPOC14\0_0"",
"Set_GetacBIOSPassWord", objlnParam)

' ListOutParams

Wscript.Echo "Out Parameters: "&objlnParam.Properties_.Iltem("Dataln")
Wscript.echo "DataOut: " &objOutParams.DataOut
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Appendix C.VB Script to Query the OS Select
User can query the OS select by below VBScript.

strComputer =
Set objWMIService = GetObject("winmgmts:\\" &strComputer& "\root\WMI")

' Obtain an instance of the class
" using a key property value.

Set objShare = objWMIService.Get("Query_GetacBlOSSettings.InstanceName='ACPI\PNPOC14\0_0"")

' Obtain an InParameters object specificto the method.

Set objinParam = objShare.Methods_("Query_GetacBlOSSettings"). inParameters.Spawnlinstance_()

" Add the input parameters.

objlnParam.Properties_.Item("Dataln") = "OSSelect"

' Execute the method and obtain the return status.

' TheOutParameters object in objOutParams is created by the provider.

Set objOutParams = objWMIService.ExecMethod("Query_GetacBlIOSSettings.InstanceName='ACPI\PNPOC14\0 0",
"Query_GetacBlOSSettings", objinParam)

' ListOutParams

Wscript.Echo "Out Parameters: "&objlnParam.Properties_.Iltem("Dataln")
Wscript.echo "DataOut: " &objOutParams.DataOut
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Appendix D.Check Procedure for Remote Access

E.1. DCOM permissions

Step 1. Search->Dcomcnfg
Step 2. Run Dcomcnfg
Step 3. Expand Component Services ->Computers ->My computer

Step 4. Open My Computer Properties

%,

Component Services
%. File Action View Window Help
oo 25 XE = HE

(2 Console Root Name
4 . Component Services
4 || Computers

W‘ | DCOM Config

_ COM+ Applications

g] Event Viewer Refresh all components )
.. Services (Loc ) pn Coordi.
View >
New Window from Here
Export List...
Properties
Help
Step 5. Go to COM Security page.
General Options Default Properties
Default Protocols COM Security MSDTC

Access Pemmissions

You may edit who is allowed default access to applications. You may
also set limits on applications that determine their own pemissions

Caution: Modffying access pemissions can affect the ability
s of applications to start, connect, function and/or run
securely.

Edit Limits... Edit Defautt...

Launch and Activation Pemmissions

You may edit who is allowed by default to launch applications or
activate objects. You may also set limits on applications that
detemmine their own pemissions

Caution: Modffying launch and activation permissions can
' y affect the ability of applications to start, connect, function
and/or run securely

Edit Limits... Edit Defautt...

Leam more about setting these properties

0K Cancel Apply

Step 6. Entry Access Permissions by click Edit Limits, and ensure Everyone has the Local

Activation and Local Launch allow.
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Security Limits

Access Permission

Group or user names:
fEJ ALL APPLICATION PACKAGES
33, Perfformance Log Users (H100-HW\Performance Log Users)
82, Distributed COM Users (H100-HW\Distributed COM Users)

> I

3,!, ANONYMOUS LOGON
Add... Remove
Pemmissions for Everyone Allow Deny
Local Access ]
Remote Access ]

E.2. WMI permissions

Step 1. Search->WMImgmt.msc
Step 2. Run WMImgmt.msc

Step 3. Open the Properties of WMI control

Cancel

WmiMgmt - [Console Roo?

File Action View Favorites Window Help

e« 252 BE

[ Console Root

- R

1t Instry tation

g WMI Control (Local)

Connect to another computer ...
View

New Window from Here

New Taskpad View...

Properties

Help

dows Managemen

Step 4. Open SECURITY in Security page of WMI Control Properties
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WMI Control (Local) Properties ?

General | Backup/Restore | Secunty | Advanced

Namespace navigation allows you to set namespace specific security.

El_g Hardware ~
-0 Infineon
-4 Intel_ME
- J) Interop
-] Microsoft
-l 07 msdtc
@) nap
@) Policy
-1 RSOP
W SECURITY
~-|§) SecurityCenter
101 SecurityCenter2
EI_J ServiceModel
- 4 StandardCimv2
El 4 subscription
w-lg WMI
v
0K Cancel Apply

Step 5. Ensure the Execute Methods, Provider Write and Enable Account enabled in Permission for

Authenticated Users.

Security for Root
Security
Group or user names:
82, LOCAL SERVICE
82 NETWORK SERVICE

82, Administrators (H100-HW\Administrators)

Add... Remove
Pemissions for Authenticated
Users Allow Deny
Execute Methods 0 »
Full Wiite O O
Partial Write O O
Provider Write ]
Enable Account O &
For special pemissions or advanced settings, —
click Advanced. Adv
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Step 6. Ensure all permissions enabled in Permissions for Administrators.

Security for Root

Security

Group or user names:

82, Authenticated Users
#2, LOCAL SERVICE
82 NETWORK SERVICE

4 Administrators (H100-HW"\Administrators)

Add... Remove

Permissions for Administrators Allow Deny

Execute Methods O »

Full Write ]

Partial Write O

Provider Write ]

Enable Account O] v
For special pemmissions or advanced settings. anced
click Advanced. Adv

E.3. WMI impersonation Rights

Step 1. Search->gpedit.msc
Step 2. Run gpedit.msc

Step 3. Click the Local Policies of Security Settings in windows Settings

g Local Group Policy Editor
File Action View Help

e 2E X B

=/ Local Computer Policy Name

a A Cpmpu‘ter Configuration B Account Policies
_ Software Settings

2 L . “Local Policies
4 || Windows Settings

“I Windows Firewall with Advanced Security
_| Network List Manager Policies
" Public Key Policies

» [ Name Resolution Policy
(2| Scripts (Startup/Shutdown)
- M= Deployed Printers

. By Security Settings jSoﬂware Restriction Policies
- all§ Policy-based QoS _| Application Control Policies
| Administrative Templates @ IP Security Policies on Local Computer
4 4% User Configuration | Advanced Audit Policy Configuration

~ Software Settings
| Windows Settings
 Administrative Templates
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Step 4. Open the Impersonate a client after authentication in User Rights Assignment of Local

Policies.

f

—

File Action View Help

o | 2FXE = HE

Local Group Policy Editor

.=/ Local Computer Policy
4 & Computer Configuration
| Software Settings
4 || Windows Settings
_| Name Resolution Policy
|&l] Scripts (Startup/Shutdown)
= Deployed Printers
4 T Security Settings
4 Account Policies
4 [ 4 Local Policies
‘4 Audit Policy
4 User Rights Assignment
4 Security Options
| Windows Firewall with Adv:
| Network List Manager Polic
| Public Key Policies
_| Software Restriction Policie:
| Application Control Policies
S IP Security Policies on Local

T Adviancad Audid Dalise Can Y

< >

Policy
. Create symbolic links
Debug programs
12| Deny access to this computer from the n
1z Deny log on as a batch job
. Deny log on as a service
;| Deny log on locally
Deny log on through Remote Desktop Se
.| Enable computer and user accounts to b
. Force shutdown from a remote system
12| Generate security audits
B mpersonae  cient st uthenticatio
.| Increase a process working set
Increase scheduling priority
./ Load and unload device drivers
Lock pages in memory
./ Log on as a batch job
. Log on as a service

<

Step 5. Verify SERVICE granted for Impersonate a client after authentication in Local Security

Setting.

Getac
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Impersonate a client after authentication Properties ? .
Local Security Setting | Explain

'i' Impersonate a client after authentication

Administrators
LOCAL SERVICE
NETWORK SERVICE

Add User or Group... Remove

E.4. Network Access

Step 1. Search->secpol.msc
Step 2. Run secpol.msc

Step 3. Click the Security Options of Local Policies in Security Settings
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3

Local Security Policy

File

L AR

Action View Help

1 XE = H D

-

Security Settings
_a Account Policies
_a Local Policies

. 4 Audit Policy

- [ User Rights Assignment

__a Security Options

| Windows Firewall with Advanced Security
| Network List Manager Policies
Public Key Policies
| Software Restriction Policies
| Application Control Policies
g IP Security Policies on Local Computer
| Advanced Audit Policy Configuration

Policy

lois] Microsoft network sen
lio] Microsoft network sen

112, Microsoft network sen
Lo Microsoft network sen

o] Microsoft network sen
li;) Network access: Allow
L) Network access: Do nc
lie] Network access: Do nc
lie] Network access: Do nc
1o Network access: Let Ev
lio] Network access: Namg

Metwinrl arracer Rearmn

Step 4. Check the Security setting of Network Access: Sharing and security model for local

accounts is “Classic”

A Local Security Policy - ol
File Action View Help
e 2 XD Em
Security Settings Policy i Security Setting
4 fc((:u:tfélmes « Microsoft network server: Attempt S4U2Self to obtain claim information Not Defined
4 9(: d;l;'e: | Microsoft network server: Digitally sign communications (always) Disabled
5 Uu Ri ohlcyA : -] Microsoft network server: Digitally sign communications (if client agrees) Disabled
- Bt 4'9 s ‘SSIgnment | Microsoft network server: Disconnect clients when logon hours expire Enabled
" Ve i«umFy OP":I’"? e e «| Microsoft network server: Server SPN target name validation level Not Defined
oy N;"MO“:L_;;T;B we Poli fnc iy </ Network access: Allow anonymous SID/Name translation Disabled
= P bl':;(eyIP I.:r:ger oS :| Network access: Do not allow anonymous enumeration of SAM accounts Enabled
_| Publi olici ' i
%) Software Restriction Policies ¢x| Network access: Do not allow anonymous enumeration of SAM'accounts and sha... Dfsabled
2 Aoolicati = | Network access: Do not allow storage of passwords and credentials for network a... Disabled
_| Application Control Policies %
| Network access: Let Everyone p apply to anony users Disabled

S IP Security Policies on Local Computer
] Advanced Audit Policy Configuration

Getac

«| Network access: Named Pipes that can be accessed anonymously
(1) Network access: Remotely accessible registry paths
| Network access: Remotely accessible registry paths and sub-paths
| Network access: Restrict anonymous access to Named Pipes and Shares
« Network access: Shares that can be accessed anonymously

System\CurrentControlSet\Contr...
System\CurrentControlSet\Contr...
Enabled

Not Defined

8 Network access: Sharing and security model for local accounts Classic - local users authenticate ...
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